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Abstract

Purpose: The Russian Federation resorted to terrorist acts, namely strikes with cruise missiles, unmanned aerial vehicles, etc. on
critical infrastructure due to significant losses in weapons and military equipment, personnel. Thus, the Russian army is trying to
influence the military-political leadership of Ukraine and the population to recognize the annexed territories as Russian by destroying
the economy of Ukraine. Therefore, in order to protect critical infrastructure, there is an urgent need to find economically feasible
ways to combat unmanned aerial vehicles and develop recommendations for detecting and defeating them with the least
expenditure of resources. Design/Method/Approach (only for empirical papers): To achieve the goal of the study, the analysis of the
use of unmanned aerial vehicles by Russian troops, which were purchased in Iran Shahed-136 (Geran-2), was carried out. The means
used for their destruction were also analyzed. Findings: Unmanned aerial vehicles of Shahed-136 (Geran-2) type are usually used in
groups. The frequency of their use indicates that they are controlled by the GLONASS navigation system, i.e. at the time when
Russian satellites are over the territory of Ukraine. Among this group, one unmanned aerial vehicle is the master, which is controlled
through the GLONASS system, and the rest are slaves and receive a signal from it. Theoretical implications (fipple cable): It consists
in the fact that for the first time the use of unmanned aerial vehicles of Shahed-136 (Geran-2) type by the Russian army was analyzed
and the ways of their defeat were considered. Practical implications (fipple cable): The generalized and systematized data on the use
of unmanned aerial vehicles of the Shahed-136 (Geran-2) type by the Russian army and the analysis of the ways of their defeat by the Armed
Forces of Ukraine, make it possible to analyze this information and determine the most economically feasible ways to defeat them. Also, the
availability of generalized data provides an opportunity to develop practical recommendations for the development of complexes for the
destruction of unmanned aerial vehicles of the Shahed-136 (Geranium-2) type, which would defeat both single and launched in groups.
Originality/Value: The value of the research lies in the proposed method of using the proposed complex of detection and defeat of the
target, which works in both automatic and controlled modes. So that this complex can detect, track and defeat both single unmanned aerial
vehicles and those launched by a group. Research limitations/Future research: The limitation of the study is the use of sources that are
in the public domain. Further research requires the development of a model of the target detection and defeat complex, evaluation
of its effectiveness and feasibility study.

Key words: aggression, analysis, unmanned aerial vehicles, complex, detection, defeat.

Introduction

The aggressor’s army has suffered significant losses both in personnel and in weapons and military
equipment (WME) since the aggression of the Russian Federation against Ukraine [1]. During the
eight months of full-scale aggression, the Russian army lost about 68,900 personnel, 2,628 tanks,
5,351 armored combat vehicles, 1,686 artillery systems, 379 multiple launch rocket systems, 192 air
defense systems, 271 aircraft, 248 helicopters, 1,379 operational-tactical UAVs, 350 cruise missiles,
4,076 vehicles and tank-vehicles, 149 samples of special equipment [2-3]. In order to influence the
economy of Ukraine, in early October 2022, Russian troops began to use purchased Iranian kamikaze
drones Shahed-136 (Gheran-2) mainly to attack buildings and infrastructure facilities of the state,
since these UAVs are ineffective for attacking military positions [4-5].

Analysis of the use of unmanned aerial vehicle (UAVs) of the Shahed-136 (Geran-2) type by
Russian forces indicates that these UAVs can fly 1,500 km and carry up to 40 kilograms of explosives
[6]. The periodicity of their use indicates that they are controlled by the GLONAS navigation system,
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and since the Russian Federation doesn’t have a group of satellites that could fully cover the
territory of Ukraine, they are used accordingly when Russian satellites are over the territory of
Ukraine. Also, the analysis of UAV wreckage of the Shahed-136 (Geran-2) type indicates that if they
are launched in groups (5-6 UAVs), among which one UAV is the leader and flies using the GLONAS
system, and the rest receive a signal from it. Accordingly, after hitting the leading UAV, the rest may
lose control.

The use of this type of UAV by Russian troops is aimed at terrorizing the civilian population,
destroying civilian infrastructure and exhausting the resource of air defense equipment.

Material and methods

A number of works by both domestic and foreign scientists are devoted to the study of the
detection and destruction of UAVs, in particular, in work [7], an analysis of tests of anti-aircraft
missile systems (SAMS) on the destruction of UAVs, an analysis of the low efficiency of UAV
destruction by air defense systems, and an economic assessment of the feasibility of destroying
UAVs by SAM are provided. The work [8] is devoted to the classification of UAVs and the analysis of
35-40 mm gun complexes and microwave guns designed to destroy UAVs. In work [9], a general
approach for combating UAVs is defined. For example, in work [10] an analysis of the experience of
combat use of UAV groups to defeat air defense systems was carried out, which made it possible to
identify the main shortcomings of air defense systems (ADF) and to determine the level of
survivability of air defense systems in the conditions of mass use of UAVs, and in work [11] the
results of fire and radio electronic defeating UAVs, the main features of UAVs are determined, and
the effectiveness of UAVs defeat by means of detection and defeat is determined. In paper [12], the
ways of defeating UAVs are mentioned, namely, electronic warfare devices, laser systems for
defeating the control system and kinetic means for their mechanical damage. In the source of
literature [13], a remote-controlled 12.7-mm machine gun is proposed, which has several gun
barrels and television and thermal imaging cameras for detecting UAVs, i.e. this unit is a prototype
of anti-aircraft guns ZU-23-2 and the similar ones. In work [14], an anti-drone laser system for ship-
based placement and placement of this system on various moving platforms was considered, and in
study [15], acoustic, visual, thermal imaging radio frequencies for UAV detection were considered.
In the work [ 16 ] the ZRN-01 Stokrotka multiple launch rocket system is considered, which is
designed to detect and destroy ground objects as well as air objects, primarily UAVs, and in the work
[17] radar systems for detecting, tracking and destroying UAVs are considered, and in the paper [18]
some types of UAVs and their main technical characteristics are considered. In the literature [19-
21], anti-aircraft systems of modular layout, which include several elements for various purposes
and are capable of monitoring the air situation in the near zone and destroying targets of various
types, are presented.

Therefore, the purpose of the article is to find economically feasible ways to combat UAVs
and to develop recommendations for detecting and destroying UAVs with the least expenditure of
resources.

Results and discussion

The use of Iranian UAVs by the Russian army causes significant damage to the economy of Ukraine,
as these kamikaze drones attack Ukrainian cities and critical infrastructure facilities if the Ukrainian
Armed Forces fail to hit them in time. To effectively combat UAVs, they need to be detected,
identified and, if necessary, destroyed in a timely manner. Since UAVs can be launched anywhere
along the entire front line, this requires effective means to defeat them [22-23]. Also, information
about possible launches of UAVs of the Shahed-136 (Geran-2) type from the 30-kilometer Chornobyl
zone of the Republic of Belarus appears in the information space [24], which further complicates
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the possibility of their detection and destruction. It should also be noted that the use of UAV data
will not change the course of the war in favor of the aggressor, as it is observed by the use of high-
precision ammunition of the Armed Forces of Ukraine to destroy bases and warehouses with
ammunition of the aggressor’s army [25].

Analysis of combat actions to defeat the armed aggression of the Russian Federation
indicates that air defense units shot down 15 UAVs “Shahed-136" out of 20 launched by the
aggressor's army on one of the days of confrontation with the armed aggression [26]. Thus, it can
be confidently asserted that the units of the Armed Forces of Ukraine, armed with Soviet-made air
defense systems, can defeat up to 80% of these UAVs. Also, these UAVs were repeatedly hit by
firearms as the maximum flight altitude is up to 5 km and the maximum speed is up to 180 km/h. In
addition, due to the fact that the UAV is equipped with a petrol piston engine, it emits a loud sound,
thus it is quite easy to detect [27].

After almost a month of the use of Shahed-136 (Geran-2) UAVs by the Russian Federation, a
lot of information has appeared in the media about the ways of defeating this type of UAV. That is,
these drones are shot down by all available weapons, namely machine guns, portable anti-aircraft
missile systems or anti-aircraft artillery systems, airplanes, anti-aircraft gun ZU-23-2, electronic
warfare systems, etc. [28-29].

Some information sources indicate that the price of one UAV Shahed-136 ( Geran-2) for
Russia is around 20,000 euros, while the price of missile systems for their destruction will exceed
the price of UAVs several times, namely the price of a portable SAM of the “Arrow” or “Stinger” type
can amount to 60-70,000 dollars, and medium-range SAM starting from 250,000 dollars [30]. This
does not take into account the damage that may be caused to the state if this UAV hits critical
infrastructure facilities. Thus, the price of the building in which the transformer substation, pumping
station, etc. is located, can reach from $ 8 million and of course the price of transformer substations,
pumping units located in these buildings can reach from $ 350,000. Therefore, by comparing the
price of damage to the infrastructure and the price of air defense missile systems, we can definitely
assert that the price of the missile is much lower than the price of the infrastructure that will be
destroyed.

But it is also necessary to understand that at the next stage, Russia will use the cheapest
UAVs in large amounts to terrorize the population centers of Ukraine. That is, groups of UAVs
(loitering munitions) will be used, which will fill the niche between cruise missiles [31]. Therefore,
to detect and defeat them, it is necessary to find the most appropriate ways to create the means of
destroying this type of UAV. These means should be cheap to produce, easy to use and effective in
defeating UAVs.

One of the ways to solve this problem can be creating a complex of targets detection and
destruction, based on the use of engineered fragmentation munitions Fig. 1 [32-34].

This complex of detection and destruction of targets, depending on the need, can be used in
a guided or unguided version, installed on the ground or on any vehicle.

Using an uncontrolled version of the sound sensor, it detects an air target and puts the
complex in readiness to defeat, when the air target enters the range of the infrared sensor, the
complex captures the target and accompanies it, during the tracking of the target, the laser meter
determines the distance to the target and the area of destruction, in turn, the video camera captures
the video image of the target. All information received from the target detection means is sent to
the executive device in which the navigation system determines the coordinates of the target, after
which the information is recorded by the executive device.

During the tracking of the target, the signal from the control device is sent to the executive
units that provide a change in the angle of inclination of the launch container, and its rotation by
3600 relatives to its longitudinal axis. When the signal is received, the rotating platform is
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automatically fixed, after which the cassette with engineering ammunition is launched.
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Figure 1 — Target detection and defeat complex

In its turn, the launch of a cassette with engineered ammunition occurs due to the fact that
a current pulse enters the electric capsule sleeve, which leads to the ignition of the pyrotechnic
composition, which ignites the explosive charge. The expanding gases of the explosive charge move
along the duct and ignite the detonator and pyrotechnic moderator. In its turn, the expanding gases
push the cassette with engineered ammunition out of the glass. After the ejection, the detonator
activates the separating charge of the upper and lower blocks, which leads to their separation in the
air Fig. 2. At the same time, the pyrotechnic retarder burns out, which initiates the charge of the
explosive and leads to the instant ejection of fragments of longitudinal or round shape. Since there
are four engineering munitions in one cassette, each of which contains 2700 fragments in advance,
a cloud of 100x100 m is formed, as the radius of flight of fragments of each of the engineering
munitions is about 50 m, with a total number of 10800 fragments, which covers and hits the air
target.

To prevent the defeat of its technical devices, the complex of detection and defeat of the
target can also be used in a controlled version. In this case, the signal from the detection means is
transmitted to the appropriate navigation system and through the communication unit and remote
control is transmitted to the operator. Accordingly, the operator can manually give a command to
hit the target.

When the enemy tries to seize the complex, a self-destruct sensor is triggered, which sends
a signal to the explosive charge.
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Figure 2 — Scheme of work of the target detection and destruction complex

Since this complex can operate in controlled and uncontrolled modes of operation,
monitoring of the affected area, detection of air moving objects, bringing the means of destruction
in the readiness for destruction, an algorithm for its operation was developed, which is shown in
Fig. 3 [35-36]. During operation in uncontrolled mode — the coordinates of the detected moving
object are determined, the distances to the detected moving object and its destruction zone are
determined, the detected moving object is tracked, the threat degree of the detected moving object
is assessed, and the command “Destruction” or “Stand down” is given accordingly. After the
command “Destruction” — activation of ammunition and destroying the moving object. After the
“Stand-down” command — re-monitoring of the target area with subsequent performance of the
above operations. During operation in the controlled mode, after detecting an air and ground
moving object separately, the moving object is additionally recorded on video, transmitted to the
operator, who assesses the degree of threat of the moving object and makes a decision to give the
command “Destruction” or “Stand down”, which are accompanied by actions similar to those in the
uncontrolled mode. Further, the captured information is sent to the server of the information
system to accumulate a database on the detection and destruction of moving objects.
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Conclusions

Thus, the use of this complex will make it possible to detect, fix and remotely defeat various types
of UAVs in real time, and the possibility of using the complex in autonomous mode will make it
possible to cover areas that are not covered by constant control.

It is clear that the Russian Federation in the future will more actively use groups of cheap
UAVs to destroy critical infrastructure of Ukraine. Therefore, there is a need to introduce this
complex into production. Since the price of engineering ammunition compared to the means of
destruction used to defeat these UAVs is 7-8 times lower, this complex would be economically
feasible.

In the future, it is necessary to develop a model of defeating UAVs with this complex.
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