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Abstract 
The article examines the operations of the security and defense forces as a complex object of 
scientific research in the field of national security. It is determined that modern operations are 
multidimensional in nature and combine military, intelligence, information, cybernetic, 
analytical and humanitarian components. The features of the operations of the security and 
defense forces in new-type wars are analyzed, which are characterized by network-centric 
approaches to management, the use of digital platforms, information and psychological 
influence, cyber operations and decision-making support systems. The concepts of “operations 
of the security and defense forces” and “operations of the security and defense forces in new-
type wars” as an integrated system of military and non-military actions aimed at ensuring the 
national security of the state are substantiated. Special attention is paid to intelligence 
operations, which are considered as a system of organized activities for the collection, analysis, 
forecasting and dissemination of information about threats to national security. The role of 
intelligence exchange, the use of OSINT, predictive intelligence and artificial intelligence 
technologies in modern operations of security and defense forces is investigated. It is 
determined that the effectiveness of modern operations largely depends on the level of 
integration of information and analytical systems, the speed of data processing and interagency 
coordination. The essence of information and intellectual operations as important elements of 
the modern system for ensuring national security is revealed. It is established that the 
implementation of AI, machine learning and Big Data technologies contributes to the formation 
of a new model of management of security and defense force operations, focused on proactive 
response to threats, risk forecasting and ensuring information advantage. The need for further 
development of theoretical and methodological approaches to the study of security and defense 
force operations in the context of modern hybrid threats is emphasized. 

Key words: National Security; Operations; Intelligence; Information Operations; Intellectual 
Operations; Artificial Intelligence; Cybersecurity; Hybrid Threats. 

Introduction  

The contemporary security environment is characterized by an unprecedented increase in the 
complexity of threats, driven by the simultaneous evolution of military, informational, cyber, 
economic, and cognitive forms of confrontation. Armed conflicts of the twenty-first century have 
become increasingly multidimensional, combining conventional military operations with 
information and psychological operations, cyberattacks, economic coercion, special operations, 
artificial intelligence (AI), and advanced decision-support systems. Under these conditions, the 
traditional understanding of military operations no longer adequately reflects the nature and 
dynamics of contemporary warfare (Afolabi & Bodunde, 2020; Gasanov et al., 2024). 
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This issue has become particularly significant following the large-scale Russian aggression 
against Ukraine, which has demonstrated a fundamentally new model of warfare. Modern security 
and defense force operations are conducted in a multi-domain environment, integrating military, 
intelligence, information, cyber, space, and cognitive dimensions into a unified operational 
framework. Consequently, the effectiveness of such operations depends not only on military 
capabilities or technological superiority but also on the ability to integrate heterogeneous 
information flows, ensure interagency coordination, rapidly process intelligence, and support timely 
and evidence-based decision-making (Ignatiev et al., 2025; Gasanov et al., 2024). 

Simultaneously, the rapid advancement of digital technologies, artificial intelligence, 
machine learning, Big Data, decision-support systems, autonomous platforms, and Open-Source 
Intelligence (OSINT) has profoundly transformed the planning and execution of security and defense 
operations. In leading countries, these technologies are increasingly recognized as critical enablers 
of information superiority, strategic forecasting, accelerated command and control, and adaptive 
responses to hybrid threats (Gill & Phythian, 2018; Kerr, 2023; Mille, 2022). 

Although a substantial body of research has examined various aspects of modern security 
and defense activities, most studies focus on individual components, such as military operations, 
intelligence, cybersecurity, information operations, or artificial intelligence applications. 
Considerably less attention has been devoted to a comprehensive understanding of security and 
defense force operations as an integrated system that combines these functional domains within a 
unified conceptual framework. Furthermore, the existing literature lacks a common conceptual 
approach to the classification, structure, and interrelationships of contemporary operations, 
limiting the development of a coherent theoretical foundation for future research. 

The purpose of this review article is to critically analyze contemporary scholarly approaches 
to the study of security and defense force operations, to systematize existing concepts describing 
their transformation under conditions of hybrid warfare, digitalization, and artificial intelligence 
adoption, and to identify the principal research trends, conceptual gaps, and promising directions 
for future studies in this field. 

Literature Review 

Research on contemporary security and defense force operations has expanded considerably over 
the past decade, reflecting the increasing complexity of the global security environment and the 
emergence of hybrid forms of warfare. Existing studies can be broadly grouped into five 
interconnected research streams: (1) conceptual approaches to modern warfare and security 
operations; (2) intelligence and intelligence-led operations; (3) information and cyber operations; 
(4) artificial intelligence and digital transformation in defense; and (5) integrated approaches to 
security governance. Although these areas have developed rapidly, they remain fragmented, and 
no universally accepted conceptual framework for security and defense force operations has yet 
been established (Afolabi, M., & Bodunde, O., 2020; Sarjito, A., 2024a). 

The first stream focuses on the transformation of warfare and military operations under 
conditions of technological innovation and hybrid threats. Contemporary researchers emphasize 
that modern conflicts extend beyond the traditional battlefield by incorporating cyber, 
informational, economic, political, and cognitive dimensions. Consequently, military operations are 
increasingly viewed as multi-domain and network-centric activities requiring continuous 
coordination across diverse operational environments. Studies by Gasanov et al. (2024) and Ignatiev 
et al. (2025), Pokrajčić (2025) demonstrate that technological superiority, information dominance, 
and adaptive command-and-control systems have become decisive factors in achieving operational 
effectiveness. However, these studies primarily examine military operations and provide limited 
discussion of their integration with intelligence, information, and civilian security activities. 
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A second research direction concerns intelligence studies. Intelligence is no longer regarded 
solely as the collection of information but as an integrated analytical process that supports strategic, 
operational, and tactical decision-making. Gill and Phythian (2018), Mille (2022), and Kerr (2023) 
argue that contemporary intelligence combines information collection, analysis, forecasting, and 
strategic assessment within a multidisciplinary framework. Recent studies have further expanded 
this perspective by emphasizing predictive intelligence, scenario planning, and intelligence-driven 
decision-making (Sarjito, 2024; Dahl & Strachan-Morris, 2024). Nevertheless, most publications 
investigate intelligence as an independent discipline rather than as a structural component of 
broader security and defense force operations. 

The third body of literature examines information operations, cyber operations, and 
strategic communications. Researchers increasingly recognize that information has become both an 
operational resource and an operational domain. Contemporary conflicts demonstrate that 
cyberattacks, disinformation campaigns, psychological influence, and strategic communications 
may significantly affect military outcomes without the direct application of kinetic force. Although 
numerous studies analyze individual aspects of information warfare and cybersecurity, relatively 
few investigate their integration into comprehensive operational planning or their interaction with 
intelligence and military capabilities (Maloku et al., 2022). 

A rapidly growing research area addresses the application of artificial intelligence, machine 
learning, Big Data analytics, and decision-support systems in national security. Zamfirescu (2024), 
Caballero and Jenkins (2025), Khan and Khan (2025), and Pandey et al. (2024) demonstrate that AI 
technologies significantly enhance intelligence analysis, cyber defense, operational planning, and 
command-and-control processes. Similarly, AI-driven OSINT has substantially expanded the 
capability to detect emerging threats and support strategic decision-making (Kolade et al., 2025). 
Despite these advances, the literature also identifies significant ethical, legal, and governance 
challenges associated with algorithmic transparency, accountability, bias, and human oversight 
(Bellaby, 2026). Current research therefore reflects a growing consensus that technological 
superiority alone cannot ensure operational effectiveness without appropriate institutional, legal, 
and ethical frameworks. 

Another important direction of research concerns integrated security governance and 
interagency coordination. Modern security challenges increasingly require cooperation among military 
organizations, intelligence agencies, law-enforcement institutions, governmental authorities, and 
international partners. Recent studies argue that effective security management depends on the 
integration of heterogeneous information systems, shared situational awareness, and interoperable 
decision-support mechanisms. Nevertheless, these publications mainly address organizational and 
institutional issues rather than developing an integrated theoretical understanding of security and 
defense force operations (Maloku et al., 2022; Willis & Jefferson 2025). 

The review of contemporary literature reveals several important research gaps. First, 
existing studies predominantly analyze military, intelligence, cyber, information, or AI-enabled 
operations separately, while relatively little attention is paid to their systemic interaction within a 
unified operational framework. Second, there is no generally accepted conceptual definition of 
security and defense force operations that adequately reflect their multidimensional character in 
the context of hybrid warfare and digital transformation. Third, limited efforts have been devoted 
to synthesizing the rapidly expanding body of interdisciplinary knowledge into a coherent 
theoretical model capable of supporting further research and practical doctrine development. 

Accordingly, this review addresses these gaps by critically synthesizing contemporary 
theoretical approaches, identifying common trends and conceptual differences, and proposing an 
integrated perspective on security and defense force operations as a multidimensional system 
operating across military, intelligence, information, cyber, technological, and cognitive domains. 
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Materials and methods 

This study was conducted as a review article aimed at systematizing, critically analyzing, and 
synthesizing contemporary scholarly approaches to understanding security and defense force 
operations within the context of the evolving security environment. The methodological foundation 
of the study is based on an interdisciplinary approach integrating concepts from national security 
studies, military science, management theory, intelligence studies, cybersecurity, information 
science, and artificial intelligence research (Sarjito, 2024c). 

The study draws upon a broad range of scholarly sources, including monographs, peer-
reviewed journal articles, analytical reports published by international organizations, official 
security and defense policy documents, and recent academic studies published primarily between 
2018 and 2026. The selected literature addresses the transformation of modern warfare, multi-
domain operations, intelligence activities, information and cyber operations, artificial intelligence, 
Big Data technologies, decision-support systems, and the digital transformation of the security and 
defense sector. 

The research was conducted in several interrelated stages. The first stage involved the 
identification and selection of relevant scientific literature according to the objectives of the study. 
During the second stage, the selected publications were classified into major thematic areas in order 
to identify the principal schools of thought, conceptual approaches, and emerging trends in the 
study of security and defense force operations. The third stage consisted of a critical analysis of the 
selected literature aimed at identifying common theoretical assumptions, conceptual differences, 
controversial issues, and existing research gaps. The final stage integrated the findings into a 
coherent conceptual framework reflecting the contemporary understanding of security and defense 
force operations as a multidimensional object of scientific inquiry. 

To achieve the research objective, a combination of complementary scientific methods was 
employed. Bibliographic analysis was used to determine the current state of research and identify 
major trends in the field. Content analysis facilitated the systematization of key concepts, 
categories, and research themes. Comparative analysis was applied to examine different conceptual 
approaches to contemporary operations, their structure, and functional characteristics. The method 
of synthesis enabled the integration of findings from individual studies into a unified body of 
knowledge, while the systems approach allowed security and defense force operations to be 
examined as a complex open system comprising military, intelligence, information, cyber, 
technological, and humanitarian components. 

Unlike most existing review studies, the present research focuses not only on describing 
individual areas of contemporary security and defense operations but also on their conceptual 
integration. This approach makes it possible to identify the major trends in the transformation of 
security and defense force operations, reveal existing research gaps, and establish a coherent 
theoretical foundation for future studies in the fields of national security and defense. 

Results  

Evolution of Scientific Approaches to Security and Defense Force Operations 
The concept of security and defense force operations has undergone a profound transformation 
over the past several decades. During the second half of the twentieth century, military operations 
were predominantly interpreted as coordinated combat actions aimed at defeating an adversary 
through the application of military force. Their planning and execution focused primarily on kinetic 
effects, territorial control, and the destruction of enemy forces. Intelligence, logistics, information 
support, and political decision-making were generally regarded as supporting functions rather than 
integral operational components. 

The changing character of armed conflicts at the beginning of the twenty-first century 
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substantially altered this traditional perspective. Military campaigns in Iraq and Afghanistan, the 
rapid expansion of cyberspace, the increasing role of non-state actors, and the emergence of hybrid 
threats demonstrated that military superiority alone is insufficient to achieve strategic objectives. 
Contemporary operations increasingly involve the coordinated employment of military, intelligence, 
cyber, information, diplomatic, economic, and legal instruments of national power within a unified 
operational framework. 

This transformation has been reflected in the evolution of military doctrine. NATO introduced 
the concept of comprehensive and integrated operations, emphasizing cooperation among military 
forces, governmental institutions, international organizations, and civil society. Simultaneously, the 
concept of Multi-Domain Operations (MDO) emerged, recognizing that future operations must be 
planned and executed simultaneously across the land, maritime, air, space, cyber, and information 
domains. Under this approach, superiority is achieved through the synchronized integration of 
capabilities rather than through dominance within a single operational domain. 

Another significant development has been the growing role of intelligence as a core operational 
function. Intelligence has evolved from a supporting activity into a continuous process encompassing 
information collection, data fusion, predictive analysis, threat assessment, and decision support. The 
widespread adoption of artificial intelligence, machine learning, and advanced analytics has further 
accelerated this transformation by enabling commanders to process vast amounts of heterogeneous 
information and rapidly adapt operational plans to changing battlefield conditions. 

The digitalization of defense systems has also fundamentally changed the understanding of 
operational effectiveness. Modern operations increasingly depend on information superiority, resilient 
communication networks, real-time situational awareness, and the interoperability of command-and-
control systems. Consequently, information has become not only a resource but also a strategic 
operational asset capable of influencing both military actions and political decision-making. 

Despite these developments, scientific literature continues to exhibit considerable 
conceptual fragmentation. Military science, intelligence studies, cybersecurity, information 
operations, strategic communications, and artificial intelligence are often examined as separate 
research domains, employing different terminology and theoretical perspectives. As a result, there 
is still no universally accepted definition of security and defense force operations that adequately 
captures their multidimensional nature and the complex interactions among their military, 
intelligence, informational, technological, and organizational components. 

The analysis conducted in this review indicates that contemporary security and defense 
force operations should be understood as an integrated system of coordinated activities carried out 
across multiple operational domains through the synchronized employment of military, intelligence, 
cyber, information, technological, and organizational capabilities in order to achieve strategic, 
operational, and tactical security objectives. Such an understanding provides a broader conceptual 
foundation for analyzing the transformation of modern conflicts and creates a basis for integrating 
emerging technologies into future operational doctrines. 

Classification and Functional Structure of Contemporary Security and Defense Force 
Operations 

The review of contemporary scientific literature demonstrates that security and defense 
force operations can no longer be interpreted exclusively as military activities. The evolution of 
modern conflicts has fundamentally transformed the operational environment, requiring the 
simultaneous integration of military, intelligence, information, cyber, technological, economic, and 
cognitive capabilities. Consequently, security and defense force operations should be viewed as a 
multidimensional system composed of interrelated operational domains rather than as a collection 
of independent functional activities. 

Based on the synthesis of existing scientific approaches, the principal functional components 
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of contemporary security and defense force operations are summarized in Table 1. 

Table 1: Functional Components of Contemporary Security and Defense Force Operations 

Operations 
Component 

Main Content Key Technologies Main Purpose 

Military Operations 
application of defense 
forces and assets 

autonomous systems, 
digital platforms 

neutralization of military 
threats 

Intelligence 
Operations 

collection and analysis 
of information 

OSINT, predictive 
intelligence, AI 

information superiority 

Information 
Operations 

information and 
psychological influence 

strategic 
communications, media 
technologies 

influence on the 
information environment 

Intelligent Operations 
analytical and predictive 
support 

Big Data, ML, AI decision-making support 

Cyber Operations 
protection and attacks 
in cyberspace 

cyber intelligence, 
automated systems 

protection of information 
infrastructure 

Source: Compiled by the author. 

 
The first category comprises military operations, which remain the principal instrument for 

achieving operational and strategic objectives through the employment of armed force. These 
operations include conventional combat, special operations, stabilization activities, peace support 
operations, deterrence, and multidomain military campaigns. Their effectiveness increasingly 
depends on the integration of intelligence, cyber capabilities, and information superiority rather 
than solely on kinetic power. 

The second category includes intelligence operations, which provide continuous situational 
awareness and decision support across all levels of command. Modern intelligence encompasses 
strategic, operational, and tactical intelligence; human intelligence (HUMINT); signals intelligence 
(SIGINT); geospatial intelligence (GEOINT); measurement and signature intelligence (MASINT); 
open-source intelligence (OSINT); and all-source intelligence fusion. Recent technological 
developments have significantly expanded predictive intelligence through artificial intelligence, 
automated data processing, and advanced analytical models. 

Table 2: Main types of intelligence operations 

Type of 
Intelligence 
Operations 

Main Activities 
Main Tools and 

Technologies 
Key Purpose 

Military 
Intelligence 

Collection of information on 
military forces, weapons, 
deployment, and enemy 
intentions 

satellite monitoring, 
UAVs, technical 
surveillance systems 

providing military 
command with 
operational information 

Strategic 
Intelligence 

Analysis of long-term threats 
and geopolitical processes 

analytical systems, 
forecasting, scenario 
modeling 

support for strategic 
security planning 

Operational 
Intelligence 

Collection of information to 
support specific operations 

agent activities, technical 
intelligence, OSINT 

support for operational 
decision making 

Cyber 
Intelligence 

Detection of cyber threats 
and analysis of adversary 
cyber activities 

SIEM systems, AI, cyber 
monitoring, network 
traffic analysis 

protection of information 
infrastructure and 
prevention of cyber 
threats 

OSINT (Open 
Source 
Intelligence) 

Analysis of open-source 
information 

Big Data, AI-driven OSINT, 
social media, media 
monitoring 

early threat detection and 
information analysis 
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Type of 
Intelligence 
Operations 

Main Activities 
Main Tools and 

Technologies 
Key Purpose 

Predictive 
Intelligence 

Forecasting the development 
of threats and crisis 
situations 

machine learning, 
predictive models, data 
analytics 

proactive response to 
future challenges 

POPINT 
(Population 
Intelligence) 

Analysis of social processes, 
population behavior, and the 
humanitarian environment 

social analytics, 
information monitoring, 
AI 

assessment of social risks 
and information influence 

Information and 
Analytical 
Intelligence 

Integration and analysis of 
data from various sources 

analytical platforms, 
decision support systems 

formation of a unified 
security information 
space 

Counterintellige
nce Operations 

Detection and neutralization 
of foreign intelligence 
activities and internal threats 

operational-search 
measures, cyber defense, 
analytical systems 

protection of national 
interests and state 
security 

Source: Compiled by the author. 

 
The classification presented in Table 2 illustrates the diversity of intelligence activities that 

support contemporary security and defense operations. Beyond intelligence, modern operational 
systems also incorporate information, cyber, and technology-enabled functions. 

A third category consists of information and influence operations, aimed at shaping 
perceptions, influencing decision-making, protecting national information space, and countering 
hostile information activities. These operations combine strategic communications, military public 
affairs, psychological operations, counter-disinformation measures, electronic warfare, and 
cognitive influence activities. Contemporary conflicts demonstrate that dominance in the 
information environment often determines operational success before kinetic engagement begins. 

The fourth category includes cyber operations, which have evolved into an independent 
operational domain. Cyber operations involve both defensive and offensive activities designed to 
protect critical information infrastructure, ensure the resilience of command-and-control systems, 
disrupt adversary information networks, and support military operations in other domains. Their 
strategic importance continues to increase as modern armed forces become increasingly dependent 
on digital technologies. 

The fifth category comprises technology-enabled operations, representing one of the 
fastest-growing areas of contemporary security studies. Artificial intelligence, autonomous systems, 
robotics, unmanned platforms, Big Data analytics, cloud computing, digital twins, and decision-
support systems are increasingly integrated into operational planning, intelligence processing, 
logistics, command and control, and battlefield management. These technologies improve 
operational speed, enhance decision quality, and increase adaptability in highly dynamic 
operational environments. 

An increasingly important category is represented by integrated interagency operations, 
which combine the capabilities of armed forces, intelligence agencies, law-enforcement institutions, 
emergency services, governmental authorities, private organizations, and international partners. 
Such operations are particularly characteristic of hybrid conflicts, crisis response, counterterrorism, 
civil protection, border security, and resilience-building activities. Their effectiveness depends on 
institutional interoperability, information sharing, and coordinated decision-making across multiple 
organizations. 

The analysis further indicates that these categories cannot be considered independent 
operational activities. Rather, they constitute mutually reinforcing components of an integrated 
operational system. Military operations require continuous intelligence support; intelligence depends 
on cyber capabilities and advanced analytical technologies; information operations rely on intelligence 
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products and strategic communications; and all operational domains increasingly depend on artificial 
intelligence and digital infrastructures. This growing interdependence represents one of the defining 
characteristics of contemporary security and defense force operations. 

Consequently, the traditional domain-oriented understanding of operations should be 
replaced by a capability-oriented perspective in which operational effectiveness emerges from the 
synchronized integration of diverse functional capabilities. Such an approach provides a more 
comprehensive theoretical basis for analyzing modern conflicts and supports the development of 
adaptive operational doctrines capable of responding to rapidly evolving security challenges. 

A Conceptual Model of Contemporary Security and Defense Force Operations 
The analysis of contemporary scientific literature indicates that existing studies primarily 

describe individual components of security and defense activities without adequately explaining 
their systemic relationships. Military operations, intelligence activities, cyber operations, 
information operations, and emerging technologies are frequently examined as separate research 
domains, resulting in conceptual fragmentation and limiting the development of an integrated 
understanding of contemporary operations. 

The relationships among the principal functional components identified in this review are 
summarized in the conceptual model presented in Figure 1. The model illustrates the interaction 
between strategic governance, intelligence, decision-making, operational execution, and 
organizational learning, while emphasizing the cross-cutting role of artificial intelligence and digital 
technologies across the entire operational cycle. 

To address this limitation, this review proposes a conceptual model in which security and 
defense force operations are considered a multidimensional adaptive system integrating functional 
capabilities rather than independent operational domains. Within this model, operational 
effectiveness is determined not by the performance of individual components but by the quality of 
their interaction, coordination, and synchronization throughout the operational cycle. 

The conceptual architecture proposed in this study is presented in Figure 1. Unlike existing 
doctrinal representations that primarily emphasize operational domains, the proposed framework 
illustrates the continuous interaction between strategic governance, intelligence, decision-making, 
operational execution, and organizational learning. It also highlights the cross-functional role of 
artificial intelligence and digital technologies, which enhance every stage of the operational cycle 
rather than constituting an independent operational domain. 
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Figure 1: Conceptual Model of Contemporary Security and Defense Force Operations 

Source: Compiled by the author. 

 
As illustrated in Figure 1, operational effectiveness emerges from the dynamic interaction 

among the five functional layers rather than from the performance of any individual component. 
Continuous feedback enables organizational learning and capability adaptation, ensuring that 
security and defense organizations remain responsive to rapidly evolving operational environments. 

The proposed model consists of five interconnected layers. 
The strategic layer defines political objectives, national security priorities, legal frameworks, 

resource allocation, and strategic planning. This layer determines the desired operational effects 
and establishes the institutional environment within which security and defense operations are 
conducted. 

The information and intelligence layer provides continuous situational awareness through 
the collection, processing, fusion, analysis, and dissemination of information obtained from multiple 
intelligence disciplines. Artificial intelligence, machine learning, predictive analytics, and open-
source intelligence significantly enhance this layer by improving information processing speed and 
supporting evidence-based decision-making. 

The decision-making layer transforms intelligence products into operational decisions. It 
integrates military planning, risk assessment, operational analysis, scenario development, and 
command-and-control processes. Modern decision-support systems enable commanders to 
evaluate multiple courses of action simultaneously, increasing operational flexibility under 
conditions of uncertainty. 

The operational execution layer encompasses the coordinated implementation of military, 
intelligence, cyber, information, electronic warfare, and interagency activities. Rather than 
operating independently, these capabilities function as mutually supporting elements designed to 
achieve common operational objectives through synchronized action across multiple domains. 

The assessment and adaptation layer provides continuous monitoring of operational 
performance, evaluates mission outcomes, identifies emerging threats, and generates feedback for 
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Strategy • Policy • Resources • Planning 

INFORMATION & INTELLIGENCE 
Intelligence • AI • OSINT • Data Analytics 
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Artificial Intelligence • Big Data • Cloud Computing  
• Decision Support Systems • Autonomous Systems 
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subsequent planning cycles. Lessons learned, operational experience, and adaptive organizational 
learning constitute essential components of this layer, ensuring the continuous improvement of 
future operations. 

The interaction among these five layers forms a continuous adaptive cycle rather than a linear 
sequence of activities. Information collected during operational execution immediately influences 
intelligence assessments, operational decisions, strategic planning, and future capability development. 
Consequently, contemporary security and defense force operations should be understood as dynamic 
systems capable of continuous adaptation to rapidly changing operational environments. 

Artificial intelligence represents a cross-cutting enabling capability rather than an 
independent operational domain within the proposed model. AI technologies support intelligence 
analysis, operational planning, predictive modeling, cyber defense, logistics, autonomous systems, 
and decision support across all layers of the operational cycle. Their value lies in strengthening 
human decision-making rather than replacing human judgment, particularly in complex security 
environments characterized by uncertainty and rapidly evolving threats. 

The proposed conceptual model integrates fragmented scientific perspectives into a unified 
theoretical framework. It demonstrates that operational effectiveness depends on the 
synchronization of strategic governance, intelligence, decision-making, operational execution, and 
continuous organizational learning. Such an integrated perspective may serve as a theoretical 
foundation for future research, doctrine development, capability-based planning, and the digital 
transformation of security and defense institutions. 

Discussion 

The findings of this review confirm that the scientific understanding of security and defense force 
operations has evolved significantly during the last two decades. Whereas earlier studies primarily 
interpreted operations through the prism of conventional military activities, contemporary research 
increasingly recognizes their multidimensional character, integrating military, intelligence, cyber, 
informational, technological, and cognitive components. This evolution reflects the changing nature 
of security threats and the growing importance of information superiority, digital transformation, 
and interagency cooperation (Sarjito, 2024b; Gasanov et al.,2024; Ignatiev et al.,2025). 

The proposed conceptual model is consistent with the general direction of contemporary 
military thought while extending existing theoretical approaches. The concept of Multi-Domain 
Operations (MDO) emphasizes the synchronized employment of capabilities across the land, 
maritime, air, space, cyber, and information domains. Similarly, NATO's comprehensive approach 
highlights cooperation among military, governmental, and civilian actors in achieving common 
security objectives. However, both approaches are primarily doctrine-oriented and focus on 
operational planning and capability employment. 

Unlike these concepts, the model proposed in this study adopts a broader systems 
perspective. Rather than concentrating exclusively on operational domains, it conceptualizes 
security and defense force operations as an adaptive system composed of interconnected functional 
layers, including strategic governance, intelligence, decision-making, operational execution, and 
continuous organizational learning. This perspective better reflects the increasing interdependence 
between technological innovation, intelligence support, command-and-control processes, and 
operational effectiveness. 

To better position the proposed framework within the existing body of knowledge, Table 3 
compares its principal characteristics with the dominant theoretical approaches discussed in the 
literature. The comparison demonstrates that the proposed model extends previous concepts by 
integrating strategic governance, intelligence, digital technologies, organizational learning, and 
adaptive capability development into a single analytical framework. 
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Table 3: Comparative Characteristics of Existing Approaches to Security and Defense Force 
Operations 

Characteristic Traditional 
Military 

Operations 

Joint 
Operations 

Multi-Domain 
Operations 

Intelligence-
Led 

Operations 

Proposed 
Conceptual 

Model 
Primary 

objective 
Defeat the 

enemy 
through 

military force 

Synchronize 
military 
services 

Synchronize 
effects across 
operational 

domains 

Support 
decision-
making 
through 

intelligence 

Integrate all 
security and 

defense 
capabilities 

Operational 
domains 

Land, sea, air Military 
domains 

Land, maritime, 
air, space, cyber, 

information 

Intelligence 
environment 

Military, 
intelligence, 

cyber, 
information, 

technological, 
organizational, 

cognitive 
Role of 

intelligence 
Supporting Supporting Integrated Central Integrating 

mechanism 
Information 
operations 

Auxiliary Supporting Operational 
domain 

Intelligence 
support 

Core operational 
capability 

Cyber 
capabilities 

Limited Supporting Independent 
domain 

Intelligence 
support 

Integrated 
operational 
capability 

Artificial 
intelligence 

Minimal Limited Decision-
support tool 

Intelligence 
analytics 

Cross-functional 
enabling 
capability 

Decision-
making 

Commander-
centered 

Joint command Network-
enabled 

Intelligence-
driven 

AI-supported 
adaptive decision-

making 
Organizational 

approach 
Hierarchical Joint force 

integration 
Domain 

integration 
Intelligence-

centered 
Adaptive systems 

approach 
Feedback 

mechanism 
Limited Operational 

assessment 
Continuous 
operational 
assessment 

Intelligence 
cycle 

Continuous 
learning and 

capability 
development 

Principal 
contribution 

Combat 
effectiveness 

Service 
interoperability 

Cross-domain 
synchronization 

Intelligence 
superiority 

Holistic 
integration of all 

operational 
capabilities 

Source: Compiled by the author. 
 
The comparison confirms that previous concepts generally focus on specific operational 

dimensions, such as military force employment, joint interoperability, multidomain synchronization, 
or intelligence support. By contrast, the proposed model conceptualizes security and defense force 
operations as an adaptive system in which operational effectiveness results from the coordinated 
interaction of multiple functional capabilities. 

The review also demonstrates that artificial intelligence is transforming virtually every stage 
of the operational cycle. Most previous studies examine AI applications within specific domains, 
such as intelligence analysis, cyber defense, logistics, autonomous systems, or operational planning. 
The proposed framework instead considers artificial intelligence as a cross-functional enabling 
capability that enhances information processing, supports evidence-based decision-making, 
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improves operational adaptability, and accelerates organizational learning across the entire security 
and defense system. 

Another important contribution concerns the integration of intelligence into the operational 
architecture. Existing literature frequently analyzes intelligence as an independent discipline or as a 
supporting function for military operations. The present study argues that intelligence should instead be 
regarded as a central integrating mechanism linking strategic planning, operational execution, 
information activities, and continuous assessment. Such an interpretation reflects contemporary 
operational realities in which timely intelligence increasingly determines operational success. 

The proposed model may also support capability-based planning and the digital 
transformation of defense institutions. Its layered architecture facilitates the identification of 
capability gaps, supports the prioritization of technological investments, and provides a conceptual 
basis for integrating artificial intelligence, advanced analytics, autonomous systems, and decision-
support technologies into future operational concepts. Consequently, the model has potential 
practical value for defense planners, military educational institutions, and organizations responsible 
for force development. 

Nevertheless, several limitations should be acknowledged. As a review study, the proposed 
framework is conceptual rather than empirical and has not yet been validated through quantitative 
analysis or operational case studies. Future research should evaluate the applicability of the model 
using evidence from recent military conflicts, multinational operations, and national security 
institutions. Comparative assessments involving NATO member states and partner countries could 
further refine the proposed framework and strengthen its practical relevance. 

Overall, the findings indicate that contemporary security and defense force operations 
should no longer be interpreted as isolated military activities. Instead, they represent adaptive, 
technology-enabled, intelligence-driven systems operating across multiple functional domains. This 
integrated understanding provides a stronger theoretical foundation for future research and 
contributes to the continuing development of security and defense studies. 

Conclusions 

This review has demonstrated that contemporary security and defense force operations have 
evolved beyond the traditional understanding of military activities into complex, multidimensional 
systems integrating military, intelligence, cyber, information, technological, and interagency 
capabilities. The transformation of the security environment, characterized by hybrid threats, rapid 
technological advancement, and increasing uncertainty, requires a systemic approach that ensures 
the coordinated employment of these capabilities throughout the operational cycle. 

The analysis of contemporary scientific literature revealed that existing theoretical 
approaches—including Joint Operations, Multi-Domain Operations, Intelligence-Led Operations, 
and capability-based concepts—have significantly contributed to the understanding of modern 
operations. However, these approaches remain primarily focused on individual operational 
dimensions and do not provide a comprehensive framework that integrates strategic governance, 
intelligence, operational decision-making, technological innovation, operational execution, and 
organizational learning within a unified conceptual architecture. 

The principal scientific contribution of this study is the development of a conceptual model 
of contemporary security and defense force operations that conceptualizes operations as an 
adaptive, intelligence-driven system composed of five interrelated functional layers: strategic 
governance, information and intelligence, decision-making, operational execution, and assessment 
and adaptation. Unlike existing doctrinal models, the proposed framework emphasizes the 
continuous interaction among these layers and identifies artificial intelligence and digital 
technologies as cross-functional enablers that strengthen every stage of the operational process. 
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The proposed model provides a theoretical foundation for future studies in security and 
defense management, capability-based planning, digital transformation, and military innovation. It 
may also support the development of operational doctrines, decision-support systems, military 
education, and organizational modernization within national security institutions. 

Future research should focus on validating the proposed conceptual framework through 
empirical case studies, comparative analyses of national security systems, and the examination of 
recent military conflicts. Additional studies may also investigate the integration of artificial 
intelligence, autonomous systems, advanced analytics, and human–machine collaboration into 
adaptive security and defense ecosystems capable of responding effectively to emerging 
multidomain threats. 
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